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NHCTPYKIUA

nmoJb30BaTejida 1o paﬁoTe C HepCOHaJIbeIMI/I JAHHBIMHA
1. O0mue mo0xKeHHAS

1.1.Hacrosimas MucTpykius onpenenser oduume npasuia padboTsl cotpynHukoB MOV «lllkomna Ne3
uM.A.H.Kpucanosa» r.Anymrsl ¢ nepCOHAIbHBIMU JaHHBIMHU.

1.2.IlepconanbHble JaHHBIC B JCKTPOHHOM BHjE 00pabaThiBaeTCs B MH(POPMALMOHHBIX CHCTEMaX
NEPCOHAIbHBIX JaHHBIX. Tak)Ke yCTaHABIMBACTCS OCOOBbI MOPsAOK 00pabOTKH M XpaHEHHS
NEPCOHAIBbHBIX JAHHBIX, COJIEPIKALIUXCS Ha OYMaXKHBIX HOCUTEIISAX.

1.3.ITonb3oBatenem sBusiercss Kaxapld corpyaHuk MOY  «kona Ne3 wum.A.H.Kpucanosa»
I.ANyIITHL, Y4aCTBYIOUIMI B paMKax CBOMX (DYHKIIMOHANBHBIX O0S3aHHOCTEH B Ipolleccax Kak
ABTOMATHU3UPOBAHHOM 00pabOTKH, TaK 1 00pabOTKHU 0€3 UCTIOIB30BaHUS CPEACTB ABTOMATH3AIIUU
NIEPCOHAIBbHBIX JAHHBIX, a TAKKE UMEIOIUI TOCTYI K aIlllapaTHbIM CPEACTBAM, IPOrPAMMHOMY
00ecre4yeHnI0, HOCUTENSAM UHPOPMALUU U CPEICTBAM 3ALUTHI.

1.4.Ilonp30BaTens B cBoed pabore pykoBoacTByeTcss Hacrosiued WuHcrpykuumedt, IlpaBunamu
00pabOTKM MEePCOHATBHBIX JAaHHBIX, PYKOBOJSAIIMMU U HOpMAaTUBHBIMU JokyMeHTamu PCTIOK
Poccun u ®Cb Poccun u apyrumu noxkymentamu MOV «Ikona Ne3 um.A.H.Kpucanosa»
I.AJIyIITHL, pETIaMEHTUPYIOIKUMU 00pabOTKy MEPCOHATbHBIX IaHHBIX.

1.5.Metonuueckoe pykoBojacTBO 1o pabote Ilomp3oBarenss OCYIIECTBISET OTBETCTBEHHBIN 3a
OpraHu3aIio 00pabOTKU MEPCOHAIBHBIX JTAHHBIX.

2. TepmMuHbI 1 onpeeIeHAS

2.1. IlepcoHajbHBbIe [JaHHbIe - Jt00as MHpOpPMaLUs, OTHOCALIAasCd K HPSAMO HJIM KOCBEHHO
OTIpe/IelIEeHHOMY, WM OTIpeieNiseMoOMY (PU3UYEeCKOMY JIUIY (CYOBEKTY NepCOHATIbHBIX JAHHBIX ).

2.2. O0pa6oTka MepCOHAJBHBIX AAHHBIX - JIF00OE JjelicTBHe (Oorepamusi) WM COBOKYITHOCTh
neiicTBuil (omepanuii), COBEpIIAEMbIX C HCIOJIb30BAaHUEM CpPEICTB aBTOMAaTH3alMM WIH 0e3
UCIIOJIb30BAaHUSl TAaKUX CPEIACTB C NEPCOHAIbHBIMU JIAaHHBIMU, BKJIIOYas cOOp, 3aIluch,
cUCTeMaTH3alluio, HAaKOIJICHUEe, XpaHeHne, yTouHeHne (0OOHOBJIeHHEe, U3MEHEHNUE), U3BIICUECHUE,
UCIMOJIb30BaHUE, Iepeady (pacrnpocTpaHeHHe, NpPeAOoCTaBICHHE, AOCTYH), 00e3IHMYMBaHUE,
0JIOKMpOBaHUE, yAIEHUEe, YHUUTOXKEHHE TePCOHATbHBIX JTaHHBIX.

2.3. ABTOMATH3MPOBaHHAasi 00padoTKa MEPCOHAJBLHBIX JaHHBIX - 00pa0dOTKa IMEPCOHATBHBIX
JA@HHBIX C IIOMOIIBIO CPEJICTB BBIUNCIUTEILHON TEXHUKH.

2.4. PacnpocTpaHeHHe NePCOHAJIbHBIX [JAaHHBIX - JCWCTBUS, HANpaBICHHbIE Ha PACKPBITHE
NEPCOHAIBHBIX JaHHBIX HEONPEAECIEHHOMY KpYTY JIULL.



2.5. IlpenocraBieHue NEPCOHAJIBHBIX [JAHHBIX - JICHCTBUS, HANpaBJIEHHbIE Ha PACKPBITHE
NEPCOHANBHBIX JAHHBIX ONPEAEICHHOMY JIMIY WIH ONPEEIEHHOMY KpPYTY JIMII.

2.6. HNudopmanmonHass cucremMa nepcoHaJbHbIX JdaHHbIX (MCIIAH) - COBOKYIMHOCTH
cojepxanmxcss B 0a3zax JaHHBIX MEPCOHAIBHBIX JAHHBIX M O0ECIEUMBAIOLINX HUX O0pabOTKY
UH(POPMALMOHHBIX TEXHOJIOTUN M TEXHUYECKUX CPEJICTB.

2.7. ABTOMaTu3upoBaHHOe pabouee Mecto (APM) - mporpaMMHO- TEXHHUYECKHH KOMILICKC,
nocpeacTBoM  kotoporo Ilonmp3oBarenb BBINONHAET CBOM  JOJDKHOCTHBIE  OOSI3aHHOCTH
(epcoHaNbHBINA KOMITBIOTEP, HOYTOYK, TEPMHUHAT | T.I1.).

2.8. HecankuuonupoBauublii gocryn (HCJl) - noctyn k mHpOpMAIUu, HAPYIMAKOIINN MpaBuUia
pasrpaHU4eHHsl JOCTyNa C UCIOJb30BAHUEM IITATHBIX CPEICTB, MPENOCTABIISIEMBIX CPENCTBAMU
BBIYUCIIUTEIbHON TEXHUKHU UM aBTOMAaTU3UPOBAaHHBIMH CUCTEMaMHU.

2.9. IlocTopoHHMe JTMLA - TM1IA, KOTOPbIE HE UMEIOT IIpaBa CaMOCTOSTENILHOTO JI0CTYIIa B IOMEIIEHUE
U (Uau) He UMEIoT Ipasa camocrosaTenbHoro aoctyna B UCIIJIH u (uau) He UMEIoT AoIycKa K
NEPCOHAIBHBIM JIaHHBIM.

2.10. CpencTBo 3amuThl MHPOPMALMH OT HecaHKUMOHMpOBaHHOrO aoctyna (C3U or HCJ) -
OpOrpaMMHOE, TEXHMYECKOE WM MPOrpaMMHO-TEXHHYECKOE CpPEJCTBO, HAIpPaBICHHOE Ha
OPEJOTBPALICHUE WM CYIIECTBEHHOE 3aTpyJHEHHE HECaHKLMOHHPOBAHHOIO JOCTyNa K
uH(pOopMaLUH.

3. O0SA3aHHOCTH MOJIL30BATEIA

3.1.He pa3rnamarhs nepcoHajabHbIe JaHHbIE, KOTOPbIE OYAYT JOBEPEHBI MIIM CTAaHYT U3BECTHBI B X0J1€
pabouero mpoiiecca BO BpeMsi BBIITOJHEHHS JJODKHOCTHBIX (IOTOBOPHBIX) 005S3aHHOCTEH.

3.2.He coobmaTh yCTHO WM MUCHMEHHO, HE MEpeaaBaTh B KAKOM-IHOO BUAE TPETHUM JIMIIaM U HE
pacKphIBaTh MMyOJIMYHO MEPCOHANIbHBIE JaHHbIE 0€3 COOTBETCTBYIOIIETO pa3peleHHs AUPEKTOPa
MOV «llIkona Ne3 nm.A.H.Kpucanosa» r.Anymrsl.

3.3.3HaTh U BBHINOJHATH TPeOOBaHUS 3aKOHOIATEIbHBIX akTOB Poccuiickoit deneparnu, HacTosIIEH
WHCTpyKIIMKM M IpYruX BHYTPEHHUX JIOKYMEHTOB, PErjIaMEHTHPYIOIIMX MOPSAJOK 00paboTKH
NEPCOHAIbHBIX JaHHbBIX.

3.4.Bemonuare Ha APM Tonbpko Te mpouenypsl 0oOpaOOTKM MHEepCOHANbHBIX JaHHBIX, KOTOpbIE
OIpPEEIIEHB] JOJKHOCTHOM NHCTPYKIIUEH.

3.5.3HaTh U coOar0AaTh YCTAHOBJIEHHBIE TPeOOBaHUSA OOpPaOOTKH MEPCOHANBHBIX JaHHBIX, YYETY,
XpaHEHUIO U TEPEChUIKE HOCHUTeNed nHpopmaIuu, o0ecrnedeHnuo 0€30MacHOCTH MePCOHATBHBIX
JTAaHHBIX.

3.6.Mcnonb30BaTh A XpAaHEHUs IEPCOHAIBHBIX JaHHBIX TOJBKO OMNPEJEIICHHBIE MECTA XPAHEHUS U
YUYTEHHBIE HOCUTEIH IEPCOHAIIBHBIX JIaHHBIX.

3.7.He3zamennurenbHo, B KpaTJaiiime CpOKH, coo0IaTh MOV «lllxona Neo3
uM.A.H. KpucanoBa» r1.Anymrel 00 yTpare wWIM HEIOCTaue HOCUTENEH HHPOPMAIINH,
yJIOCTOBEPEHHH, MPOMYCKOB, KJIIOYEH OT MOMELIEeHUH, XpaHWInI, ceiioB U o Apyrux (akrax,
KOTOpBIE MOTYT IIPUBECTH K PA3TJIALICHUIO IEPCOHAIBHBIX JAHHBIX.

3.8.ITpu mpekpaieHun padoT (TPYJOBBIX OTHOLICHHI) BCe MaTepHalbHbIe HOCUTEIH, COJEpKallue
NEepPCOHAIbHbIE JaHHBbIE ((IIeHI-HAKONUTEIN, IUCKEThl, ONTHYECKHE TUCKU, JIOKYMEHTHI,
YEepHOBUKHM, pacledyaTku Ha NpPUHTEpax, KMHO- U (poToMarepHalibl, MOJENIH, MPOMBIIIICHHbIE
o0pasusl 1 1p.), nepenars aupekropy MOY «lllkona Ne3 um.A.H.Kpucanosay» r. Agymrsl.

3.9.Cobmoaath TpeGOBaHUS MAPOIbHOM MONUTHKY (pa3nen 4).

3.10. Cobaronate TpeboOBaHUS aHTUBUPYCHOM 3aIIUTHI (pazaen 5).



3.11.

3.12.

3.13.

3.14.

3.15.
3.16.

3.17.

3.18.

3.19.
3.20.

3.21.

3.22.

3.23.

3.24.

[Tonw3oBarenu, umeromue Beixoa B HTepHET, 00s13aHbI COOIOIATh MpaBUiia Ipu padboTe
B CETSIX CBSI3M OOIIETO MOJIb30BAHUS U (MJTH) CETAX MEXKTYHAPOIHOTO HHPOPMAITUOHHOTO
obMmeHa (paznen 6).

[Tonb3oBarenu, paOoTarolmMe C JJIEKTPOHHONW TMOMMUCHI0O WU UCTOJB3YIOIIHE
mdpoBanue, o0s3aHBl CcoOMIOAaTh MHCTPYKIMIO 1O OOpAalIeHUI0 CO CPEACTBAMHU
KpunTorpadguueckoi 3amuTbl HHPOPMAaIIUH.

DKpaH MOHUTOPA B MTOMEILIEHUH PACIIOIaraTh BO BpeMsl padOThI TaK, YTOOBI HCKIIOYANIaCh
BO3MO)XHOCTb HECaHKLIMOHMPOBAHHOI'O O3HAKOMJIEHMsSI C OTOOpa)kaeMOM Ha HUX
uHpopManuell MOCTOPOHHUMH JIMIIaMH, IITOPHl Ha OKOHHBIX MpPOEMax JOJDKHBI OBITh
3aBellaHbl (KAII03H 3aKPBITHI).

0060 Bcex BBISBICHHBIX HAPYLIECHUSX, CBSI3aHHBIX C MOPSAIKOM 00pabOTKU MEPCOHAIBHBIX
JAHHBIX, a TAKXKe JUIS TOJIyYeHUH KOHCYJIbTALUN IO BOIIpOocaM 00pabOTKH MepCOHATbHBIX
JaHHBIX, HEOOXOIMMO O0pamaThCsi K OTBETCTBEHHOMY 3a OpraHM3aLui0 00paboTKU
MIEPCOHANIbHBIX JTAHHBIX.

Ilonv3oeamenam 3anpewaemces:

Hapymares ycranoBinennele B MOV  «lllkoma Ne3 wnm.A.H.Kpucanosa» r.Anymrsl
MHCTPYKLHUU 1O paboTe ¢ MepCOHANbHBIX TAHHBIX.

Hcnonb30BaTh KOMIIOHEHTHI IPOrpaMMHOTO | amnmapaTtHoro obecnedennss MOV «lllkona
Ne3 um.A.H.KpucanoBay r.AymThsl B HECITY)KEOHBIX LIEIISX.

OctaByath cBoe pabodee MecTo 0€3 MPUCMOTPA, MPEIBAPUTEIHLHO HE 3a0JIOKHPOBAB
(IWTaTHBIMU CpeACTBaMU OmNepannoHHOU cucteMbl Windows — xoMOuHaIUEl KiIaBUIII
[WIN] + [L] mmu [CTRL] + [ALT] + [DEL] ¢ npanpHeWIIMM Ha)KaTUEM KHOIIKH
«b11oKHMpOBKaY MOSBUBLIETOCS MEHIO, TUOO MPU MOMOIIH IITATHBIX CPEJCTB 3AIIUTHI
Wudopmannu oT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA IPU UX HAIUYHH).

OcTaByaTh 6€3 MPUCMOTPa WM HEYOpaHHBIMU B XpaHWHIa (mkad, celid) HocuTenu uim
JOKYMEHTBI, COJIEpKalIie IEPCOHAIbHBIC JAHHBIE.

3anuchIBaTh U XPaHUTh NIEPCOHANIBHBIE TaHHbIE HA HEYYTEHHBIX HOCUTENAX UHPOpMAIIUU
(ONMTHYEeCKUX AUCKaX, THOKMX MarHUTHBIX AMCKaX, IIell- HAKOMUTENAX U T.I1.).
CaMOBOJIBHO H3MEHSATH COCTaB M KOH(QUIYpalMIO HCHOJb3YEMBIX MPOTrPaMMHBIX,
anmapaTHbIX, I[POrpaMMHO-aNNapaTHBIX  CPEACTB, CAMOBOJIBHO  YCTaHaBJIMBATh
porpaMMHOe oOecreueHne, OTKIYaTh/MOJKII0YaTh 000py/lIOBaHUE WIM HU3MEHSTh
PEKUMBI €10 padoThI.

CamoBoinbHO nofkirouats APM win npyrue cpeacrsa , uaMeHsats [P-anpec, MAC-anpec
1 UHbIE HAacTpoiiku cetu APM.

[Ipon3BoauTh AEWCTBUS, HAIIPABJIEHHBIE HA MOJIyY€HNE HECAaHKIIMOHUPOBAHHOTO JJOCTYyIA
K APM u cepBepam, paBHO Kak U JIOOBIM JPYTUM y3iaM wind HTepHeT, B TOM yuche:
JeICTBUS, HAaIpaBJieHHbIE HA HAapyIIEHWE HOPMAaJIbHOTO ()YHKIIMOHUPOBAHMS HJIEMEHTOB
ceTH (KOMIIBIOTEPOB, APYTOro CETEBOro 000pyI0BAHHUS HITH IPOIPAMMHOI0 00ecieueH s );
YCTaHOBKA IPOrpaMMHOI0 0O€CIeYeHHs], OCYIIECTBISIOLIETO IepexBaT HHPOpMaun
(uH(pOPMAIIMOHHBIX MTAKETOB), aJPECOBAHHON JAPYTUM I0JIb30BATEIM;
NENCTBUS, HaNpaBi€HHbIE Ha TMOJY4YEHHE HECaHKUHOHHUPOBAHHOTO JOCTyma K
UH(POPMALIMOHHBIM pecypcam, B OCIEYIONEM UCIOIb30BAHUN TAKOTO I0CTYIIA;
YHUUTOXKEHUE, MOIU(UKALIHS IPOrPaMMHOT0 OOECTIeUeHus WU JaHHbBIX 0€3 COrJIacOBaHMs
C IUPEKTOPOM MJIM BJIaJIENbIIaMH 3TOTO PECYPCa;

MOTMBITKU TT0A00pa maposei K Jr0sM HHGOPMAIIMOHHBIM pecypcaM METOJI0M mepedopa
BCEX BO3MOXKHBIX BAPHAHTOB MapoJiel, 100 aTtak Mo CIOBaplo;



3.25.

3.26.

3.27.
3.28.

3.29.

3.30.

3.31.

3.32.

3.33.

3.34.

3.35.

YMBILIUIEHHbIE ACMCTBHS IO CO3JAHMIO, MCIOJB30BAaHUIO M  PaclpOCTPAHEHUIO
BPEIOHOCHBIX  MporpamMMm, B  TOM  4YHCJI€  HallpaBIECHHbIX HAa  IOJy4YEHHE
HECaHKIIMOHUPOBAHHOIO JOCTYMAa K JIOO0BIM MH(OPMALIMOHHBIM U CIIY>KEOHBIM pecypcam
(kak BHYyTpH MOY «lllkoma Ne3 mm.A.H.KpucanoBa» r.AnymTsl Tak U BHE), JMOO Ha
HapyILICHHUE [EIOCTHOCTH B pab0TOCTIOCOOHOCTH ATHX CUCTEM;

NEHCTBUS MO CKAHUPOBAHUIO JIOKAJBHOM CETH C IENbI0 ONpENEeICHUs €€ BHYTpPeHHEH
CTPYKTYpbl, CIIHUCKOB OTKPBITBIX IIOPTOB, HAJIWYUS CYLIECTBYIOIIUX CEPBHCOB U
yS3BUMOCTEM.

CaMOBOJIBHO M3MEHSTH IMapaMeTpbl CPEACTB 3alluThl WH(pOpMANMHU (B TOM YHUCIE U
CPEICTB aHTUBHUPYCHOM 3aIlIUTHI), a TAKXKE 3aBEPILIATh UX padOTy U (WJIH) CAMOCTOSITENIEHO
UX YCTaHABIIUBATh.

CamocrodaTenbHO pa3pabaThiBaTh MM HCIOJIB30BaTh HEperJiaMeHTHpOBaHHBIE (Oe3
paspelleHus: JUpeKTopa, He OTHOCAIIMECS K IPOU3BOJICTBEHHOMY IIPOLIECCY) TPOrPaMMBbI
(marmpumep: urpsr; IM-kinuenTsl, Takue kak Google Messenger, ICQ u 1.11.; P2P-kuenTs:
Kazaa, eMule u 1.11.).

Pa3pemars nocTopoHHUM JHiiaM paboTaTh 1oj cBoeil yuetHoit 3anuckio B UCI1/IH.
[lepecbuiath nepcoHaNbHbBIE JTaHHBIE 110 KaHAJaM CBSI3U B OTKPBITOM BUJIE, B TOM UHUCIIE
Wutepuer, no tenedony, akcy, 3MEKTPOHHOM 1MouTe U T.11. (0€3 NCTI0Ih30BAHUS CPEACTB
mppoBaHus).

[TonydaTs AOCTYN K MEPCOHANBHBIM JaHHBIM C pabOYuX MECT, He 00OpYIOBAHHBIMU
HEO0OXOIMMBIMH CPEJICTBAMU 3alTUTHl HHPOPMAIUH.

CaMOBOJIBHO CO37]aBaTh COBMECTHO MCIIOJIb3YyEMbIE CETEBbIE Pecypchl (IIAKU OOIIEro
JI0CTYIIa) Ha CBOMX KOMITIbIOTEpaXxX U (aillIoBbIX cepBepax, HE CAHKLIMOHUPOBAHHO YIS Th
WM U3MEHSTH IIpaBa JI0CTyNa K HUM.

B cnydae BO3HMKHOBEHHs JIIOOBIX MEXaHHYECKHX HEUCIIPaBHOCTEH B 00OPYIOBaHHUH
OCYILIECTBIIATh CAMOCTOSITENIbHBIE MTOIBITKA UX YCTPAHEHHUS.

[IpensiTcTBOBaTH AOKHOCTHBIM JIMLAM NPU HPOBEIACHUM IPOBEPOK M CIYXKEOHBIX
pacciieZloBaHHi, CBA3aHHBIX ¢ o0ecrieueHneM 0e30MacHOCTH UH(pOpMaLIUH.

VYaanare WM HCKaXkaThb MpOrpamMmbl U (ailsibl ¢ MEepPCOHANbHBIMU JAHHBIMU U HHOM
BaXHOH MH(popMarueil (Hampumep, CUCTEMHOM, He0OX0AUMON I (HYHKIIMOHUPOBAHUS
NCIIn).

VY MBIIIEHHO UCTIONBb30BATh HETOKYMEHTUPOBAHHbBIE CBOMCTBA U OIUMOKHU B TPOIrPaMMHOM
o0ecrie4eHn WM B HACTPOMKax CpPEJICTB 3alllUThl, KOTOPbIE MOTYT TNPUBECTH K
BO3HUKHOBEHHMIO BHEMITAaTHOW cuTyaruu. OO0 OOHAapyXKeHHH Takoro poja OIIMOOK -
CTaBUTb B M3BECTHOCTb PYKOBOJIUTENSI CBOEro NOAPA3LCICHUS MU COTPYAHHKOB,
OTBETCTBEHHBIX 32 YCTaHOBKY M (WJIM) CONPOBOXKJEHHE IMPOrpPaMMHOI0 oOecredeHus
(AnMuHHCcTpaTopa 6€30MacHOCTH NEPCOHANIBHBIX JaHHBIX B UHOPMAIIMOHHBIX CHCTEMaX
MIePCOHAIIBHBIX TAHHBIX (Jlajiee - aIMUHUCTPATOP OE30MTaCHOCTH)).

[TonkmroyaTe JUYHBIE CPEICTBA BBIYMCIUTEIBHOM TEXHUKU: HOYTOYKH, KapMaHHBIE
KOMIIBIOTEPHI, CMapT(HOHBI U T.I1., @ TAKXKE JIMYHBIC HOCUTENIN U HAKOITUTEIH HHPOPMALIHH.
B cnyuae HeoOXxoauMocTu nepeHoca MHPOPMALUMU ¢ JTUYHBIX HOCUTENeH HWH(popManuu
oOparmaThCsi K OTBETCTBEHHBIM.

4. IlapoabHas MOJUTHKA

4.1.06wue mpebosanus Kk napoisam:



4.1.1. MunumanbHOoe TpeboBanue: OyKBEeHHO-IIMGPOBOM MapOJIb.
4.1.2. )XenarenpbHO HCIIONB30BaTh OYKBHI B BEPXHEM WJIM HIDKHEM PErucTpax, Mu(pbl WiIn

crienuaibHble CUMBOJIBI (Hanpumep: ~ ! @ # $ % n
&*()_-+=|\?2/.,:;71[{}<>.u1am).
4.1.3. MuHuMalnbHast IIMHA TapoJsi: He MeHee 6 (LIECTH) CUMBOJIOB.
4.1.4. MakcumanbHbIN Cpok JeicTBUs nmaposist: 90 CyTok.
4.1.5. 3arnper UCTOIb30BaHUS TPEX PaHEe UCIIOIB30BABIIUXCS TTAPOJICH.

4.1.6. ITapons Ilosnb30BaTens He JOKEH BKIIOYATh B C€0sl JIETKO BBIYMCIISIEMbIE COYETAHUS
CHMBOJIOB, OOIIENPUHATHIE COKPALICHUS, UIMEHA, (paMUInu, TOMHKHOCTH, TOJ POXKICHHS,
HOMEp Macropra, TabeabHbI HOMEp, HHYIO HH(popMaluio o [lonb30Barene, JOCTYIHYIO
JPYTUM JIULaM.

4.1.7. 3anpemaeTrcss UCHOJIb30BaTh B KauecTBE HApoJii OAWH M TOT K€ MOBTOPSIOIIMICS
CHUMBOJI JIMOO MOBTOPSIIOILYIOCS KOMOMHAIMIO U3 HECKOJIBKUX CUMBOJIOB.

4.1.8. 3anpeniaeTcst UCIIOIB30BaTh B KAYECTBE IMApOJIsi KOMOMHAIIMIO CHMBOJIOB, HAOUPaeMbIX
B 3aKOHOMEPHOM IOPSIIKE HA KJIaBUAType
(manmpumep: 1234567, qwerty u T.11.).

4.2 Ilpasuna ucnonv3oeanus napoei:

4.2.1. XpaHuTh B TallHEe CBOM MapoJib, HE COOOIIATH €T0 APYTUM JIUIIAM.
4.2.2. He npenocrapnsate goctyn B UCII/IH npyrum nuiam noj cBoel y4yeTHOW 3aluchio U
MapoJieM.

4.2.3. VI3MeHsTh CBOM MapoJib IpU NEpBOM TPEOOBAHWUHU TOJIUTUKU MApOJIed OmeparmoHHON
cuctembl w/wmm UCIT/IH.

4.2.4. Bo BpeMs BBOJIa TapoJIeld HEOOXOJMMO UCKITFOYHTH BO3MOXKHOCTH €0 TIOJICMaTPHUBAHUS
HOCTOPOHHUMM JIMIIAMHU MJIM TEXHUYECKHMMHU CPEICTBAMU (BUICOKAMEPHI U Jp.).

4.2.5. 3anpemiaercs 3alUCbIBaTh CBOM MAapoJM B OYEBHMJHBIX MECTaX,BHYTPEHHOCTHU
AIIMKa CToJa, Ha MoHUTOpe APM, Ha 0OpaTHOM CTOpPOHE KJIaBHATYPHI U T.1.

4.2.6. 3anpeniaeTcst XpaHUTH MAPOJIH B 3aIIICAHHOM BHUJI€ Ha OT/IEIBHBIX JINCTaX OyMmarm.

4.3.Cmena, yoanenue auuno2o napois atoooco llonvzosameins npoussooumcs 8 ciedyioumux Ciyyanx.

4.3.1. B Clly4dae MOAO03PEHMS Ha KOMIIPOMETAILIMIO TIapOJIs;

4.3.2. 110 OKOHYAHUHU CPOKa JEHCTBUS;

4.3.3. B cimyyae MpeKpalleHus MOJIHOMOYMH (YBOJIbHEHHE, MEepexoj] Ha Jpyryi paboTy)
[Tonp3oBarenss mocie OKOHYaHMS TIOCIEAHEro ceaHca paboThl B MH(POPMALMOHHBIX
cucTeMax NepCOHaNbHbIX JaHHBIX;

4.3.4. o ykazaHUIO OTBETCTBEHHOTO 32 OPTaHMU3aNI0 00Pa0OTKN MEPCOHANBHBIX TaHHBIX.

4. 4 ITpu yBONBHEHUH, TIEPEX0/ie Ha HOBYIO JOJDKHOCTh COTPYIHHKA, UMEIOIIETO JOCTYI
MIOMUMO CBOEH YUYETHOM 3alucH K IpyTUM pecypcam (MeKCEeTeBbIe IKpPaHbl,
MapUIpyTU3aTOPBl, CEPBEPHI, APYTHe YUETHBIE 3aMCH U T.I1.) TAK)KE POU3BOIUTCS
BHEIUIAHOBAsI CMEHA MapoJieil K TAKUM pecypcam.

5. llpuMeHeHMe JINYHBIX HAEHTH(PUKATOPOB B MH(POPMAILIMOHHOM cUcTeMe
MePCOHANbHBIX JaHHBIX

5.1.1IpuBs3ky uaeHTH(PHUKATOpPA K IMOIH30BATENO (YUSTHON 3alHCH) BBIMONHIET aAMHHHCTPATOP
0€30MacHOCTH.
5.2.TTonp3oBatenu UCIT/IH mony9daroT CBOM HACHTH(PHUKATOP Y aJIMUHHCTPATOPa 0€30TIaCHOCTH.



5.3.ITonb3oBatens UCII[H 00s13aH XpaHWUTh CBOW JMYHBIA HACHTU(PUKATOP B HEAOCTYIMHBIX IS
JIPYTUX COTPYAHUKOB XpaHMINIIAX.

5.4 ITonwp3oBarento MCIT/IH 3anperiaeTcs nepeaaBaTh CBOM JIMUHBINA HISHTH(PHUKATOP.

5.5.B cmywae yrepu nu4yHOro wuueHTHUduUKaropa, nons3oBarens WCII[IH momkeH HeMeJIeHHO
JOJIOKHUTH 00 3TOM aMUHUCTPATOPY O0€30macHOCTH HH(POPMALIUH.

5.6.B cinydae mpekpamieHus MoJHOMOYMK ydeTHou 3ammcu mosib3oBatenst UCII[H (yBosbHEHHE,
Nepexo/l Ha APYTyIo paboTy, B IPYroi OTAEN WK TOMEIIEHUE, a TAKXKe APyrue o0CTOSITENHCTBA)
yueTHas 3aluch [JOJDKHA OBbITh yjaleHa, a e¢ WACHTU(UKATOp JODKEeH OBITh ClaH
aJIMUHUCTpATOpy 0€30macHOCTH MH(OPMAIMK TOCIIE OKOHYAHMS IOCIEAHEr0 ceaHca paboTh
nanHoro nosib3oBatens B UCIIJH.

5.7.B cinydae KOMOpPOMETAIMH WU YTEpU JTUYHOTO UJIEHTHU(UKATOpa MOJIB30BATENS CIEHUATHCTOM
0 3amuTe UHPOPMAINK JOJHKHBI ObITh HEMEUICHHO MPEANPUHSATH MEpPbl B COOTBETCTBHH C TI.
5.7 nacrosuen MuCcTpyKIMHU.

5.8.AmMuHUCTpATOp 0E30MACHOCTH MH(POPMAITUH JIOJDKEH IIPOBECTH CIIY’)KEOHOE pacciieJOBaHUE JIJIs
BBISICHEHHUS] TMPUYUH KOMIPOMETAllMM HICHTU(UKATOpPA C IEJIbI0 BBHIPAOOTKH HOBBIX WM
COBEPIICHCTBOBAHUS MPHUHATHIX TEXHUYECKUX U OPTaHU3ALMOHHBIX MEp MO YCTPAHEHUIO TaKOi
yrpo3sl B OyAylIeM, a TaK)Ke BBIICHEHHIO BETUYMHBI yiiepOa, KOTOPBIM MOKET ObITh HaHeceH
COOCTBEHHUKY WH(OPMAIIMOHHBIX PECYPCOB.

6. AHTHUBHMpYCHasi 3aIMTA

6.1.B cnydae oTCyTCTBHSA IITaTHBIX (YHKIHMHA aHTHBHPYCHOW IMPOTPAMMBI, MPEAyCMaTPHBAIOIINX
AaBTOMATHUYECKYI0 TpOBepKy (aiinos, [lomp3oBaTens 00s3aH OCYHIECTBIATh NPOBEPKY (Haiiiios,
MOJTy4aeMBbIX:

® 110 DJIEKTPOHHOM IOYTE;

e yepes ceTb HTEpHET;

® HAa MarHMUTHOM, ONITUYECKOM JHCKe, (hiIelI-HaKOMUTeIe;
® UHOM Chb€MHOM HocuTelle MH(popMaruu;

®  [OJY4YEHHbIE HHBIM CIIOCOOOM.

6.2.Ilepen OTKpbITHEM BJIOXKEHHUS (CCBUIOK) YOEAMTHCS B TOM, YTO OTIPABUTENb JIEHCTBUTEIBHO
nocian BaM 3TOT (haili, Jake eciu OH U J0JDKeH Obll 3To caenath. [lo3zBonute emy camu. He
JIOBEPSIATE UMEHH OTIIPABHUTENSI M YKa3aHHBIM B TEKCTE MUChbMa HOMEpaM Tele(OHOB, a TaKKe
JIMIIaM, TIO3BOHHMBIIUM BaM CaAMOCTOSITEIIFHO C MPOCKOON OTKPBITH (PAaiiiIbl M TPONTH MO CCHIITKAM.

6.3.1lonv306amento 3anpewaemcs:

6.3.1. OcymiecTBIATh NeHCTBYS, HAITPABJICHHBIE HA BHIKJIIOUEHUE aHTHBUPYCHOM MTPOrpaMMEI.

6.3.2. CamoCTOSTEIIEHO YCTaHABIIMBATh Ha APM nporpammHOe
o0ecrieueHue.

6.3.3. 3anyckath (aiiiabl, HOTYUYEHHBIE 110 CETSM CBS3M (IJIEKTPOHHON moure, HTepHeT), co
CbEMHBIX HOCHUTENeH, Jake eciadM OHHM TMOJy4YeHbl NPOBEPEHHOro ajapecara, 06e3
IIPEABAPUTENIBHON UX POBEPKH AaHTUBUPYCHOM IPOIPAMMOMN.

6.3.4. TIpu BOSHHKHOBEHHH TIOJIO3PEHHsI HAa HAJTMYME KOMITBIOTEPHOTO BHpYcCa (HETHITHYHAS
paboTa nmporpamm, MosiBieHue rpaguyeckux 1 3ByKOBbIX 3(h(HEeKTOB, UCKaKEHUN JaHHBIX,
nponajgaHue ¢aiyioB, 4acToe MOsIBIEHHE COOOUIEHUH O CHUCTEMHBIX OIIMOKaX M T.II.)
[Tonp30BaTenb CAaMOCTOSITEILHO WIIM BMECTE C OTBETCTBEHHBIM (CHEIMAINCTOM I10 3aIUTe
WHPOPMALIMN) JIOJDKEH TIPOBECTH BHEOYEPEIHOW AaHTUBUPYCHBIH KOHTPOJb CBOETO
pabouero Mecra.



6. 4.B cnyuae obnapysicenuss npu nposeoeHuu AaHMUSUPYCHOU NPOBEPKU BUPYCHO2O
3apadcenus Ilonvzoeamenu 00a3aHbL:
6.4.1. MIPUOCTAaHOBUTH PabOTY;
6.4.2. HEeMeJICeHHO MOCTAaBUTh B U3BECTHOCTH O (haKkTe OOHAPYKEHUSI BUPYCHOTO 3aPAXKCHHS
oTBeTcTBeHHOMY (CrenuancTy Mo 3aimTe HHPOpMaIim);

6.4.3. COBMECTHO C BIaJEJNbLIEM 3apaXEHHBIX BUPYCOM (alIOB NPOBECTH AHAIU3
HEOOXOJUMOCTH JalbHEHIIero WX HUCHONb30BaHus; 6.4.4. TmpoBeCcTH JIEYEHHE WIH
YHUYTO)KCHUE 3apaKCHHBIX (PaiioB.

7. Iopsinok padorsl B UCII/IH u cetu UHTepHeT

7.1.1looxnouenue k UCII[{n u cemu Humepnem

7.1.1. enpro padotsl [ToaszoBarens B UCII/IH u cetn UHTEpHET siBisieTcs cOop, 00padoTKa,
XpaHEHHUE MEePCOHATbHBIX JTAaHHBIX, OOMEH 3JIEKTPOHHBIMH COOOIIEHUSMH B CIIy>KEOHBIX
LEJISIX.

7.1.2. Noctyn xk UCI11x u cetn UnTepHer npenoctasinsiercs [lomp30BaTensiM TOIBKO B TOM
cllydae, €ClIM 3TO He NMPOTHUBOPEYUT TpeOOBaHUAM HacTosuled MHCTpyKIUU U MHBIMU
HOPMATUBHBIMU JJOKYMEHTaMH B 00J1aCTH 3allUThl HH()OPMAIUH.

7.1.3. Hoctyn nons3oBatens K UCITIn nms 06paboTKu nepcoHaIbHbIX JAaHHBIX TPOU3BOAUTCS
TOJILKO C Pa0OYHMX MECT, Ha KOTOPHIX YCTAaHOBJICHBI CPEJICTBA 3AIUTH HH(POPMAIIH.

7.1.4. OcHoBanuem miis noaxiarodeHus corpyanuka MOV «lllkona Ne3 um.A.H.Kpucanosa»
r.Anymrel k' MCIIJH u cetm MHTepHer sBiseTCs MOTUBUPOBAaHHAs —3asiBKa
OTBETCTBEHHOMY 32  OpraHu3alui0  OOpaOOTKM  IEepCOHANbHBIX  JAaHHBIX  OT
HernocpeACcTBeHHOro pykooautens Iloap3oBarens ¢ ykazaHHEM IMOJIHOMOYMN 1OCTYyTa K
TaKUM pECYpCaM U CEpPBHUCAM.

7.1.5. OTBEeTCTBEHHBIH 32 OpraHu3alno 00padOTKH NEPCOHANIBHBIX TaHHBIX, TU00 COTPYIHUK,
BBINOJIHAIOUIMNA ero GpyHKIuM, opranusyet nojkimouenue Kk UCIIAn unu cetu MuTepHer
[Tonp3oBareneld B  YCTAaHOBIEHHOM  IOpPSAJKE, OCYLIECTBISET KOHTPOJb  HaJ
MCIIOJIb30BAaHUEM JIAHHBIX PECYPCOB U CEPBUCOB.

7.1.6. Tlocne BbmmonHeHus 3afgaHust OTBETCTBEHHBIM 3a opraHuzaluioo 00pabOTKU
NEPCOHAIBHBIX JJAaHHBIX COOOIIAET MOJIb30BATENIO BBIITOJIHEHNH 3asBKH.

7.2.0cnosanuem ons omxnouenus noavsosamens om UCI[n u cemu Hnmepnem sensaiomces
cnedyrouue cooblmusi.
e HapylmieHHEe WHCTPYKIMH M HMHBIX JIOKAIBHBIX HOPMATHBHBIX aKTOB B 00JAacTH
3anuThl uHGopMma MOY «Illkona Ne3 um.A.H.Kpucanosay» r. Anymirsr,
e yBosbHeHue [lonp3oBarens, 1100 mepeBos ero B Jpyroe noapasaeiacHue.
7.3.Ilopsioox pabomul 6 cemu HUnmeprnem

7.3.1. Ucnonn3oBanne corpymaukamu MOY «lllkoma Ne3 um.A.H.KpucanoBa» r.AJymITel
cetu VIHTEepHET [OJDKHO OCYIIECTBIISATHCS WCKJIIOUUTENBHO JJISl  BBIMOJHEHUS
JIOJDKHOCTHBIX 00sI3aHHOCTEH.

7.3.2. Nndopmanus, oOpazoBaHHas (oOpasyromascsi) B Ipolecce TPYAOBOil JesITeIbHOCTH
pabotHuka MOV  «lllxoma Ne3  um.A.H.KpucanoBa» r.Anymtsl  sBIsETCS
cooctBeHHOCThIO MOV «llkoma Ne3 um.A.H.Kpucanosa» r.AnymTsl U HE MOAJIEKHUT
UCIIOJIb30BaHUIO (B TOM YHMCIIE MCIIOJIb30BAaHUIO B CeTU MHTEpHET MM C MOMOIIBIO CeTH
WHTepHeT) B IMYHBIX LEJSIX U (MIIM) B KOPBICTHBIX HHTEpecax IpYrux JIML (OpraHu3aiuil).



7.3.3. Tlpu mpoBeAeHHM TEXHUYECKHX PAOOT, CBSI3aHHBIX C HACTPOMKOW 0OO0OpYHOBaHHS
(KOMMYHHMKAIIHOHHOE 00OpYy/IOBaHHE, TPOKCHU-CEPBEPA, MapIIPyTH3aTOPhl M T.I.); B
cilydyae OOHapyXEHHUsS TMONBITOK HECAaHKIIMOHHMPOBAHHOTO J0CTyna K MHTepHeT-IuIo3y,
APM TIlonb3oBareneil MOKET IPOBOAUTHCA BpeMeHHOe OoTKItoueHue [lonb3oBaTeneit ot
ceppucoB cetu MHTepHer (B ciydae 1uaHoBoro otkiroueHus Ilonb3oBaTenu
YBEIOMIISIFOTCSI 00 3TOM 3a0J1arOBPEMEHHO).

7.3.4. Bca umabopmanus o pecypcax, mocemaeMbix coTpyaHukamu MOY «llIkoma Ne3
uM.A.H.Kpucanosa» r.Anmymrsl, IpOTOKOIUPYETCS U, IPH HEOOXOAMMOCTH, MOXKET OBITh
IIPEIOCTABIIEHA PYKOBOJIUTENSIM MOAPA3JIEIEeHUN, a Tak ke pykoBoacTBY MOY «lllkona
Ne3 um.A.H.KpucanoBa» r.Anyitsl s 1€TalbHOIO U3YYEHUS U IPUHSITHS PELLICHUS O
Mepax JUCUUIUIMHAPHON OTBETCTBEHHOCTH.

7.4.1lpu pabome 6 cemu Hnmeprnem Ilonvzosamensim 3anpewaemcsi.

7.4.1. yMBIIIJIEHHOE DPAaCHpOCTpaHEHHWE U IOJIy4YE€HUE MaTepualoB B/u3 cetu MHTepHer,
IPOTUBOpPEYALUX 3aKOHOaTenbcTBY Poccuiickoit denepanyu, B TOM YUCiie MaTEPUANIOB,
IpoNaraHupyrIIUX HACUINE WU SKCTPEMH3M; Pa3KUTAIOLINX PACOBYIO, HALIMOHAIBHYIO
WIN PEIUTHO3HYIO BPAXKIY; Pa3bsICHAIOMUX NOPSIOK U3TOTOBJICHUS W/WIN IPUMEHEHUS
HapKOTHKOB, B3PBIBYATHIX BEIIECTB, OPY)XKHUSA M T. II.; MAaTEPUAIOB MOPHOTPAPHIECKOTO
XapakTepa; KOMIIbIOTEPHBIX BUPYCOB M JPYTUX BPEIOHOCHBIX IPOIPaMM;

7.4.2. mnepenaBatb B ceTb IHTepHeT uHQOpManuio, K KOTOPOH B COOTBETCTBUH C
3aKOHOJATEIbCTBOM  OIPaHMYEH JOCTyN  (IepCOHAlbHBIE JaHHbIE, CIyXeOHas
uH(popMaIrs) 63 COOTBETCTBYIOIIECTO Pa3pEIICHHUS,

7.4.3. danscudpunuposars IP-anpec, MAC-anpec, uHble ajgpeca, UCIOIb3yEMbIE B CETEBBIX
IIPOTOKOJIAX, a TAK)KE MPOUYI0 HH(OPMALIMIO MPH IIepeaaye JaHHbIX yepe3 ceTh VIHTepHerT.

7.4.4. npenocTaBIATh 10CTYI B ceThb IHTEpHET co cBoelt paboueil cTaHIMK KOMY-1100, B TOM
qucie IPOrpaMMHO-TEXHUYECKMMHU CIIOco0aMu yepe3
JOKaJIbHYI0 BeuMcIuTenbHyo ceTb MOV «lllkona Ne3 um.A.H.Kpucanosa» r.Anymrsl
(HampuMep: MyTeM HECAaHKIMOHWPOBAHHON yCTaHOBKH JIOKAJIHOTO MIHTEpHET-IITI03a Ha
pabouee MecTo);

7.4.5. monmy4ath noctyn K cetu MHTepHeT mro0bIMH crioco0amu, HE INperlyCMOTPEHHBIMU
JNEUCTBYIOIMMHU  JIOKAIbHBIMU ~ JokyMeHTamu  (MHctpykiusmu, — [IpaBunamu,
Pernamenramu MOY «lllkona Ne3 um.A.H.KpucanoBay r. AnymiTer);

7.4.6. ocymecTBIATh HECAHKIIMOHUPOBAHHBIN JIOCTYI K peCypcaM U cepBrcaM ceT MIHTepHeT.

7.4.7. BeIMONHATH AeWcTBUsA (B310M, DoS (oTka3 B obcnyxuBanuu), ARP- spoofing arakwy,
CKaHUPOBAHMUE JIOKAJILHOW BBIYMCIMTEIBHON CETH) HaIlpaBlICHHbIE Ha HapyllIeHUe
(GYHKIMOHUPOBAHUS 2JIEMEHTOB ceTH MHTepHeT (KOMMYHUKAIMOHHOTO 00OpYIOBaHMUS,
CEpBEPOB, pabOYMX CTaHIIMH, TPOrPaMMHOT0 OOeCTIieueHus).

7.5.1Ipasuna pabomot Ilonvzosameneii ¢ 31eKMPOHHOU NOYMOI!

7.5.1. Tlomp30oBaTeny 00s3aHBI UCTIONB30BATh AIEKTPOHHYIO TIOUTY TOJBKO JUIS BHITOTHEHHS
CITY»KEOHBIX 00sI3aHHOCTEH.

7.5.2. 3ampemiaercst OTIPABIATH (haIIb, coepsKalire MepCOHAIbHBIE JTaHHBIE B OTKPBITOM
BUje (HE 3a(ppoBaHHbIE).

7.5.3. 3ampemaercs maccoBasi pacchlUIKa TMOYTOBBIX cooOmieHui (6onee 100) BHemHUM
azpecaraM 0e3 COTJIaCOBaHMS C pYKOBOJCTBOM (crama).

7.5.4. 3anpeniaercs KCIOJIb30BaTh HE CBOM OOpATHBIN ajpec MpU OTIpaBKE AIEKTPOHHOU
HOYTBHI.



7.5.5. 3ampemniaeTcss OTHPABIATH MO SJIEKTPOHHOM IMOYTE HCHOJHAEMbIe (aitsbl (0OBIYHO
UMEIOT pacuIupeHus exe, com, bat, js, vbs u 1.1m.). B coydae He0OXOIUMOCTH OTIIPABKH
Takux (aiyioB, TOMENIATh UX B APXHUB M YCTAHOBUTH MAPOJIh.

7.5.6. Tlpucoenunsembie (Haiapl PEKOMEHAYETCS YIAKOBBIBATH B apXUB IMPU IOMOIIU
POrpaMM-apXUBaTOPOB.

7.5.7. Kopnopamusnvle pexomenoayuu  UCNOIb30BAHUS 97IeKMPOHHOU NOUMDbL:

e BBl 10/DKHBI OKa3bIBaTh TO )K€ YBAXKEHHE, YTO U TIPU YCTHOM OOIICHHH.

e BBl 10OKHBI IPOBEPSITH MPABONKMCAHUE, TPAMMATUKY M BBl IEPEYUTHIBATH CBOC
COOOIICHHE TIepE]T OTIIPABIICHUEM.

e BbI He J0DKHBI yY4acTBOBAaTh B PACCHUIKE IOCIAHUH, MEPECHUIAEMBIX TI0 IIEMOYKE
(vame Bcero 9TO NHCbMa  PEIMTHO3HO-MUCTHYECKOTO,  Pa3BICKATEIHHOTO
COJICpKaHUA).

e BbI He JOJDKHBI 110 COOCTBEHHOM MHUIIMATHBE TIEPECHUIATH MO TIPOU3BOJIBHBIM a/IpecaM
He3aTpeOoBaHHYI0 HH(OPMAIIHIO.

e Bol He JIOJKHBI pacceliaThb ~ COOOIIEHUS, KOTOpbIE SBIISIIOTCS
3JI0BPEIHBIMM, Pa3ApaxarolllMMU  WJIU COJAEPKAIMMHU  YIPO3bI IpyrUuM
H0JIb30BATEIISIM.

e Bbl He 10JKHBI OTIIPABIIATH HUKAKUX COOOLICHNUH TPOTUBO3aKOHHOI'O MJIM HEITHYHOTO
COJEpKAHUS.

e  BbI J0KHBI IOMHUTB, YTO JIEKTPOHHOE ITOCIIAHHUE SBIISIETCS SKBUBAJIEHTOM IIOYTOBOM
OTKPBITKU U HE JJOJIKHO HUCIIOJIb30BAThCs /ISl IEPECHUIKH IIEPCOHANIBHBIX JaHHBIX 0€3
MCIIOJIb30BaHUs CPEJCTB 3aLIUTHI (IUU(POBAHUE).

e Bpbl He JOMKHBI UCIHOJB30BaTh HIMPOKOBEIIATEIbHBIE BO3MOKHOCTH 3JIEKTPOHHOM
MIOYTHI 32 HCKITIOYCHNEM BBIITYCKa YMECTHBIX OOBSIBICHUI.

e Bpl He JOMKHBI UCHOIB30BAaTh KOPHIOPATUBHYIO 3JEKTPOHHYIO MOYTY JUIsl TIOCTaHUM
JUYHOTO XapaKTepa.

e Bbl J0MKHBI HEYKOCHUTENBHO COONIOAATh MpaBWiIa U HMHCTPYKIMM MU IOMOTaTh
aJMHHHMCTpATOpaM OOpOTHCS C HAPYIIUTEISIMU IPaBUIL.

8. ITopsinok padoThl CO CbEeMHBIMH HOCHTEJISIMU HH(pOpManun

8.1.Ilon wucnonb3oBanuem Hocutened wuHbopmammu B HCIIax MOV  «lllkoma  Ne3
uM.A.H.KpucaHoBa» r.AnymrTsl MOHUMaeTCs UX MoOJKIo4YeHue k uHppactpykrype UCII/IH ¢
1eNbl0 00paboTKH, puema/nepenaud MHGOpMauu MexIay MH(OPMAIMOHHBIMU CUCTEMaMH U
HOCUTEISIMU UHPOPMAITIH.

8.2./lomyckaeTcsi UCIOJIb30BAHUE TOJBKO YYTEHHBIX HOCHTENEH MH(OpPMALUU, KOTOPHIE SBISIOTCS
cooctBeHHOCThIO MOVY  «lllkonma Ne3 wum.A.H.KpucanoBa» r.AiymTel M MOABEPraroTCs
PETYJIAPHOU PEBU3HUU U KOHTPOJIIO.

8.3.YueT M BBIJAUy CHEMHBIX HOCHTENEH HMH(POPMALUU OCYIIECTBISET JIMIO, OTBETCTBEHHOE 32
OpraHu3anuio 00pabOTKM MEepPCOHATbHBIX JAaHHBIX. DakKT BbAAYM HOCHUTENS (DUKCHpYETCS B
KypHaJle yyeTa MallMHHBIX HOocuTellel nHpopMaIuu.

8.4.Eciu noctyn k UCITJIH mpou3BoaUTCS IPH MOMOIIH NEPCOHaIbHBIX HeHTHuKaTopoB (eToken,
Rutoken, np.), To ¢akr noaydeHus M coaud JAHHBIX WACHTU(PHUKATOPOB O00s3aTEIBHO
(¢uKcUpyeTcss OTBETCTBEHHBIM 3a OpraHu3aluio o00pabOTKM MEpPCOHATIBHBIX JaHHBIX, B
COOTBETCTBYIOIIUX JKypHaJaxX.



8.5.B03MOXKHOCTH TOAKIIOYCHUST HOCUTENCH HH(DOPMAITUH, a TAK)KE TIOJTYYCHHUE YYTEHHBIX HOCUTEIEH
uH(popManuu npeaoctapisorces [lonbp3zoBaTensM Mo MHUIIMATUBE PYKOBOJIUTENEH CTPYKTYPHBIX
IIOAPA3/ICIICHUN B CIIydasx:

e HEOOXOAUMOCTH BBINOJHEHUS BHOBb MPHUHATHIM PAaOOTHHUKOM CBOUX JOJKHOCTHBIX
00s13aHHOCTEI;

e Bo3HHKHOBeHHs Y [lonbp3oBaTens cinyxeOHON HEOOXOAUMOCTH.

8.6.I1pu ucronp3oBaHuK HOCUTENEH HHPOPMAITIH HEOOX0IUMO:

® CIMOJIb30BaTh HOCUTENM HMH(OPMALMM HCKIIOYUTENBHO JUIS BBIOJHEHUS CBOUX
CITy’)KeOHBIX 00sI3aHHOCTEH;

e OepeXHO OTHOCUTCS K HOCUTEJISIM MePCOHANbHBIX JAHHBIX.

e o0ecrieunBaTth (PU3MUECKYl0O OE€30MACHOCTh HOCHUTENEH HMHQPOPMAIMH  BCEMH
pa3yMHBIMU crIOcO0aMu;

e U3BElIaTh OTBETCTBEHHOMY 3a OpraHU3allii0 O0O0pabOTKH MEPCOHAIBHBIX JaHHBIX O
dakTax yTpaTsl (Kpaxku) HocuTeIe nHpopMaluu.

8.7.I1pu ucmonb30BaHUK HOCUTENEH MEPCOHANBHBIX JAHHBIX 3aMPEIICHO:

® ICIOJIb30BATh HOCUTENHU MEPCOHATBHBIX JAHHBIX B JIMUHBIX IIEJIAX;

® [iepenaBaTh HOCUTEIHM IEPCOHAIBHBIX JAHHBIX JAPYTUM JHIAM (32 HCKIIOYCHUEM
aJIMHUHHUCTPATOPOB);

® XpaHHUTh CHEMHBIC HOCUTEIIN C IMEPCOHATHHBIMU JAHHBIMH Ha pa0odYuX CTOJaX, JIHOO
OCTaBIIATh UX 0€3 MPUCMOTPA WM NIepe/iaBaTh HA XPaHEHUE APYTUM JIHIIAM;

® BBIHOCHTh CBEMHBIC HOCHUTEIM C TEPCOHAIBHBIMU JIaHHBIMH W3 CIYXEOHBIX
MOMEIEHUH 7151 pabOThl ¢ HUMU Ha IOMY H T. 1.

8.8.JIroboe B3ammoxeiictBue (0OpaboTka, mpuem/mepenada HWHPOPMAIMK) HHHUIIMMPOBAHHOE
[Tonb3oBarenemM Mexay UHPOPMALMOHHON CUCTEMOM U HEYYTCHHBIMH (JTUYHBIMH) HOCUTEISIMU
uH(popMaIuK, paccMaTpPUBAETCs KaK HECAHKIMOHMPOBAHHOE (32 MCKIIOUYEHHEM CIIyYaes,
OTOBOPEHHBIX C aIMUHHUCTpaTOopamu 3apaHee). MHdopmaimst 00 nCronb30BaHNH MOJIB30BATEISIMU
HOCUTEJIeH uHbopMalui B HMH(DOPMAIMOHHBIX CHUCTEMaX MPOTOKOIUPYETCS  U,IpH
HEOOXOJIUMOCTH, MOKET OBITh IPEIOCTaBIIEHA PYKOBOJAUTEINSAM CTPYKTYPHBIX MOJpa3AelieHu, a
tarke nupexkropy MOV «llkona Ne3 num.A.H.Kpucanosay r.AnymTsi .

8.9.B ciyuae BbwIssBIEeHUS (DAKTOB HECAHKIIMOHWPOBAHHOTO W/WJIM HEIEJICBOTO WCIOIH30BAHUHT
HOcUTeNeH HHPOpMAIIN HHUIIMUPYETCS CTy)eOHas MpoBepKa, MPOBOAMMAas KOMUCCHEH, COCTaB
KOTOPOI1 OompeiensieTcsi OTBETCTBEHHBIM 332 OPTaHU3AINI0 00paO0TKH MEPCOHANBHBIX JaHHBIX. [1o
(hakTy BBISICHEHHBIX OOCTOSITEILCTB COCTABIISIETCS aKT pacCiaeOBaHUs MHIIMICHTA U TIepeaaeTCst
PYKOBOAMTENIO CTPYKTYPHOTO TOAPA3CIEHUsT Jis TPHUHATHS MEp COIJIaCHO JIOKAIbHBIM
HopMmatuBHBIM akTaMm MOY «lllkona Ne3 um.A.H.KpucanoBa» r.AnymTsl U HEUCTBYIOIIEMY
3aKOHOAATeNbCTBY PO.

8.10. Ilpum ormpaBke WM Iepenadye MEPCOHATBHBIX JAHHBIX ajpecaTaM Ha ChEMHBIE HOCHTEIH
3aMUCBHIBAIOTCS TOJIBKO MpEIHA3HAUYCHHBIE a/ipecaTaM JaHHBIC.

8.11. BBIHOC CBHEMHBIX HOCHUTENICH IEPCOHAIBHBIX JAHHBIX JUIS HEMOCPEICTBECHHOW IepeIadun
aZpecary OCYIIECTBISETCS TOIBKO C MUCBMEHHOTO pa3pelieHus PYKOBOJMTENS CTPYKTYPHOTO
MoApa3iesICHuUs.

8.12. CpbemHBIE HOCHTENH  MEPCOHANBHBIX  JIAHHBIX,  MPUIIEANINE B HETOAHOCTH, WJIH
OTCIIY)KUBIITUE YCTAHOBJIEHHBIM CPOK, IOJUICKAT YHHUUTOKCHHUIO. YHHUYTOKEHHE CHEMHBIX
HOCUTEJIEW C TEpPCOHAIBHBIMU JAHHBIMH OCYILECTBISECTCS KOMHUCCHEH, COCTaB KOTOPOM
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OTpesieNiieTCs. OTBETCTBEHHBIM 3a OpraHH3alui0 00padOTKM MNEepCOHANbHBIX JAaHHBIX. [lo
pe3ysibTaTaM YHUUTOXCHHS] HOCUTENIEH COCTaBIISETCS aKT.

8.13. B ciywyae yBoJIbHEHHsS WM TEepeBOJa pabOTHHKA B JIPYroe CTPYKTYpPHOE MOJpa3JeleHue,
MPEI0CTaBICHHBIE HOCUTENH MEPCOHANBHBIX IAHHBIX U3BIMAIOTCS U JACJIAI0TCS COOTBETCTBYIOLINE
MIOMETKH B JKypHAaJIe y4eTa MAIIMHHBIX HOCUTETIEH.

9. IlpaBa noJb30BaTeJis

9.1.Mcnonb3oBars  UCII/In MOV «llIxona Ne3 um.A.H.Kpucanosa» r.Anymrsl I
BBINOJIHEHUS JIOJDKHOCTHBIX 00sI3aHHOCTEH.

9.2.006pamaTbCcsi K OTBETCTBEHHOMY 3a OpraHM3alui0 OOpabOTKH NEpCOHANbHBIX JAHHBIX JUIS
KOHCYJIbTAIlMi IO IMOBOJY HCIIOJNIb30BaHUS MporpaMMHoro obecrneyenus u APM, Bompocam
00pabOTKH EePCOHABHBIX JAHHBIX.

9.3.HampaBisaTh NpeUIOKEHUSI O YCTAHOBKE HOBBIX BEPCHUH CYILECTBYIOLIETO IPOrPaMMHOIO
obecrieuenus (¢ 000CHOBaHUEM HEOOXOIUMOCTH 3aMEHBI CTapbIX BEPCHI Ha HOBBIE).

9.4.HanpaBisiTh npeanokeHus 1Mo MoJIepHU3alul IPOrpaMMHOro o0ecriedeHus, pa3padbaTbiBaeMoro
B MOV «llIkona Ne3 wum.A.H.KpucanoBa» r.Anymrsl unu no 3akazy MOVY «llkona Ne3
uM.A.H.KpucanoBa» r.AJyiursl.

9.5.HamnpaBisath npeyiokKEHUs] IO YCTAHOBKE HOBOTO (@ TakXe JONOJHUTENIBHOI0) MPOrpaMMHOIO
oOecrieyeHHs (C yKa3aHHEM 1€ MCIIOJIb30BaHMs, MPEUMYIIECTB Iepe]l CYLIECTBYIOIIUMU
aHaJoraMu).

9.6.Hampasnsate mnpemioxkenus mo wmonaepHuszauuun APM (3ameHbl Ha HOBBIE aHANOTH), C
00s13aTeIbHBIM 00OCHOBAaHUEM 3aMEHBbl M yKa3aHHEM IPEHMYIIECTB NEepel CYHIECTBYIOIIUMHU
AQHAJIOTAMHU.

9.7 .Ilomy4yaTh KOHCYJIBTALlMM U PA3bsICHEHUS MO0 HOPMATUBHBIM JIOKyMEHTaM, PerjaMeHTUPYIOIIUM
paboty ¢ nepcoHanbHbIMHU JaHHBIMU B MOY «llIkona Ne3 um.A.H.Kpucanosay» r. Anymrsl.

10. OTBEeTCTBEHHOCTDH

10.1. Tonp30BaTenb HECET MEPCOHATBHYIO OTBETCTBEHHOCTh 3a CBOM JIEHCTBMS WM Oe3aeicTBue,
KOTOpBIE MOT'YT MOBJI€Yb 3a COOOH pa3riamieHue NepCoOHANbHBIX JaHHbBIX, & TAKXKE 3a HapyLIEeHUE
HopMasibHOTO  (pyHkimonupoBanust  MCIIJIlH  wim  uUX  OTHENBHBIX  KOMIIOHEHTOB,
HECaHKIMOHMPOBAHHBIA JOCTYN K HH(OpMAlMKM B COOTBETCTBUE C 3aKOHOJATEIbLCTBOM
Poccuiickoit ®Penepanyu W JIOKAIbHBIMH HOpMaTuBHbIMM akTaMu MOV  «llkoma Ne3
uM.A.H.Kpucanosa» r.Anymrsl.
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